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1 Introduction
Note to author: this document is the starting point for a small to mid sized enterprise system design and should remain high-level for functional requirements. Where it is necessary to produce more detailed designs, this information should be moved out of this document and maintained in separate documentation. There should be at least two other documents that feed in to this document: 1) Requirements Catalogue and 2) Business Process Flow diagram.
1.1 Overview of requirements
Write a brief summary of the business requirements. Provide references to requirements documents and other relevant documentation.
Note to author: where it is written ‘Identify which requirements will be fulfilled’, list the requirement IDs from the requirements catalogue, identifying which requirements will be met.

1.2 Intended Audience

Identify the business departments, teams and any one else who has a stake in the delivery of the system.

1.3 Objectives

Define the objectives of this document.

1.4 Assumptions

Identify any assumptions that have been made by the business.
1.5 Scope

Identify requirements that are in/out of scope in this document.
1.6 Architectural Decisions

Document architectural decisions that are agreed. Include the following details where applicable:
· An Architectural Decision documents important decisions about any aspect of the architecture including the structure of the system, the provision and allocation of function, the contextual fitness of the system and adherence to standards. 

· Architecture is understood partly through the record of the important decisions made during its development. A well-documented architecture includes its own justification and evaluation criteria.  The justification and evaluation criteria may be recorded alongside the decision or, at least in part, by reference to more generally applicable principles, policies and guidelines, which are found in other documents or in external references.  The justification may also refer to a related decision.

· In any large project there will be dozens of architectural decisions made. These will typically be documented in the separate Architectural Decisions deliverable and only the most important ones will be included here

· Add to this section and/or the Architectural Decisions deliverable as decisions are made, to ensure that decisions are not forgotten and so that at all times the documentation reflects the latest position.

· Issue being addressed
· Motivation

· Decision Narrative

· Justification

· Implication

· Alternatives Rejected

· Parties Consulted
2 Architecture Overview
2.1 Component Interoperability Diagram
Provide a diagram that identifies the essential tiers, services, components and logical dependencies of the application.
[Provide diagram here]
2.2 System Components List
The system tiers and components are listed below and defined in greater detail in the next section:

· Tier 1
· Tier 2 etc
· Component 1,2 etc
· Third party service 1, 2 etc
· Third party component 1, 2 etc
3 Architecture Components in Detail
3.1 Tier 1
Description

3.2 Tier 2

Description

3.3 Component 1
Description

3.4 Third Party Service 1

Description
3.5 Third Party Component 1
Description
For each of the above, identify which requirements will be fulfilled.

4 Data Storage Overview

4.1 Main Entities and Relationships
Provide diagrammatic overview of logical entities and relationships between them. Keep detail to a minimum, as this is only a ‘sketch’. Consider using a data modelling tool for the detailed design and maintain documentation separately.

[Provide diagram here]

	Entity name
	Description

	
	


4.2 Data Volume and Growth

Outline expectations of data volume and growth.
4.3 Data House-Keeping

Define data house keeping policies, e.g. how long is data kept until it is archived or deleted, and how this will be done.

4.4 Data Backup and Recovery

Outline what will be done to meet data backup and recovery requirements.

For each of the above, identify which requirements will be fulfilled.

5 Security Plan
Outline the security strategy and security mechanisms that apply to any of the following:

· Identification and Authentication

· Access Control

· Accountability

· Audit

· Media Re-use

· Accuracy

· Reliability of Service

· Storage of confidential information

· Data Exchange

· Development Process

· Operational Process

· Training and Awareness

· Contractual

· Legal and Regulatory

· Presentation Layer

· Penetration Testing

5.1 Threat Assessment
Below is a sample threat assessment sourced from Microsoft. Adapt as necessary for your requirements.
	
	Impact on Solution
	Criticality
	Mitigation techniques

	
	Data completeness
	Data Accuracy
	Data access
	Unauthorized data access
	
	

	Threats to data and services

	A malicious user views a customer’s personal information stored in the customer database

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Authentication using Active Directory( directory service, Authorization using SQL Server object permissions

	A malicious user changes a customer’s personal information stored in the customer database

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	High
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious internal user or hacker views a customer’s personal information by eavesdropping on data being transmitted on the wire

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Privacy Protocols, (such as SSL for Web traffic, and IPSec/ESP for non-Web traffic)

	A malicious internal user or hacker changes a customer’s personal information by interfering with data being transmitted on the wire

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	Medium
	Digital Signatures (such as IPSec), Tamper Resistant Protocols (such as IPSec), Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A malicious user changes the rules for application of discounts

Threat types: Tampering
	N
	N
	Y
	Y
	Medium
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious user views confidential employee information

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious user changes confidential employee information

Threat Types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	High
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious vendor employee or external hacker submits false vendor product information

Threat Types: Spoofing identity, Tampering
	N
	N
	Y
	Y
	Medium
	Authentication using Certificates, Audit Trails, Privacy Protocols (VPNs such as L2TP or PPTP)

	A malicious vendor employee or external hacker submits a document containing a virus into the vendor product information database 

Threat types: Spoofing identity, Denial of Service
	N
	N
	N
	Y
	High
	Authentication using Certificates, 

Privacy Protocols (VPNs such as L2TP or PPTP), Application Design (use of XML documents only), Virus-checking software

	A malicious user views a vendor product information by eavesdropping on data being transmitted on the wire

Threat types: Information disclosure
	Y
	Y
	Y
	Y
	Medium
	Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A malicious user changes a vendor’s product information by interfering with data being transmitted on the wire

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	Medium
	Digital Signatures (such as IPSec), Tamper Resistant Protocols (Such as IPSec), Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A customer denies having placed an order

Threat types: Repudiation
	Y
	Y
	Y
	N
	Low
	Authentication using Certificates, Audit Trails

	A vendor denies having submitted particular product information

Threat types: Repudiation
	Y
	Y
	Y
	N
	Low
	Authentication using Certificates, Audit Trails

	A malicious user changes or deletes audit trails and/or log files

Threat Types: Tampering, Repudiation
	N
	N
	N
	Y
	High
	Authentication using Certificates (for external users), Authentication using Active Directory (for internal users), Authorization using NTFS permissions (for logs held as files), Authorization using SQL object permissions (for logs held in SQL databases)

	A malicious user writes a script that automatically adds thousands of order lines to a fake order

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Application Design (to limit the number of lines per order), Throttling

	A malicious user writes a script that sends badly formed packets to the server

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Filtering (use a packet-filtering firewall)

	A malicious user writes a script that sends floods of packets to the server

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Throttling (use a firewall that can detect surges in network traffic and block them)

	A malicious user sends an e‑mail message purporting to be from a legitimate user asking for changes to be made to an order

Threat Types: Spoofing identity, Tampering
	Y
	Y
	Y
	Y
	Medium
	Authentication using e-mail message signing, Filtering (block unauthenticated SMTP sessions)

	A legitimate user accidentally amends or deletes customer information

Threat Types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes order information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes product information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes production workflow information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A malicious user fills a log file to cover up traces of malicious activities

Threat types: Repudiation
	N
	N
	N
	Y
	High
	Audit trail design.  Logs should never overwrite themselves without first being backed up


Identify which requirements will be fulfilled.

6 Standards Compliance

Outline how compliance with business/legal/procedural standards will be fulfilled.

Identify which requirements will be fulfilled.

7 Data File Formats

7.1 Data Exchange

Identify or outline formats of any files or data messages that are exchanged between application components or existing systems.

7.2 Audit Files

Outline the format of application audit files.

7.3 Log Files

Outline the format of application log files. List the application errors that may arise and their causes.
For each of the above, identify which requirements will be fulfilled.

8 Performance Considerations

Outline what strategies will be employed to fulfil:

· Timely response requirements

· Throughput requirements

· Resource utilization requirements

For each of the above, identify which requirements will be fulfilled.

9 Client Application Usage
9.1 Pre-requisites

Identify what software pre-requisites need to be installed / deployed before the application can be used by the end user.

9.2 Application Deployment

Outline the application deployment strategy.

9.3 Application Updates

Outline how application patches/updates will be applied.

9.4 Configuration Settings

Outline how application configuration setting requirements will be fulfilled.

9.5 Invoking the Application

Outline how the user will invoke the application.

9.6 UI Navigation

Outline the navigation menu.

Provide diagrammatic overview of UI navigation. Keep detail to a minimum.

[Provide diagram here]

	Screen name
	Description

	
	


9.7 Usability Considerations

Outline what will be done to meet usability and accessibility requirements.

9.8 Help and Training

Outline the generation of user help resources and user training materials.
For each of the above, identify which requirements will be fulfilled.

10 Server Requirements
10.1 Pre-requisites

Identify what pre-requisites need to be installed / deployed before application server components can be deployed.

10.2 Component Deployment
Provide diagram to identify the physical hardware where the application server components will be deployed, and any physical relationships. Do this for the different environments, e.g. UAT, Production, Support etc.
[Provide diagram here]

Identify the OS accounts under which the components will run.

10.3 Application Updates

Outline how application patches/updates will be applied.

10.4 Component Configuration

Outline how application server component configuration requirements will be fulfilled.

10.5 Interoperability Considerations

Outline what actions will need to be undertaken to allow the application server components to coexist with other installed applications and components.

10.6 Health Monitoring

Outline how application health monitoring requirements will be fulfilled.
10.7 Fault Tolerance
Outline how fault tolerance requirements will be fulfilled.

10.8 System Recovery

Outline how system recovery requirements will be fulfilled.

For each of the above, identify which requirements will be fulfilled.

11 System Development

11.1 Development Environment

Describe development environment and software requirements for development computers, including licensing requirements.
11.2 Source Code Control

Identify source code repositories and application versioning and release policies.

12 Reference Section

12.1 Applicable Documentation

The following documents are applicable and form part of this document specification. If applicable, precedence defines the order in which they are applicable if any conflict/ambiguity should arise between them.

	Document Reference
	Description / Date / Version
	Precedence (optional)

	
	
	

	
	
	

	
	
	


12.2 Input Sources for the Solution Architecture

The following sources are used as reference, but they do not form part of this document specification.

	Source Reference
	Description / Date / Version

	
	

	
	

	
	


13 Issues Log
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	Date Entered
	Status
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